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The Strauss Center integrates 
expertise from across the 

University of Texas at Austin, as 
well as from the private and 
public sectors, in pursuit of 

practical solutions to emerging 
national and international 

challenges. 



Applied Cybersecurity Community Clinic

Enhancing Community Cybersecurity 
and Training Future Texas Cyber Leaders

UT Cyber Clinic Students



Step 1: Learn cyber defense fundamentals
Step 2: Work with local organizations to improve their cybersecurity



Fall 2023: 19 students
o Risk assessment
o Vulnerability management
o Secure network 

configuration
o Access control frameworks
o Business planning

Spring 2024: 5 clients  
o 2 small businesses
o 1 faith-based nonprofit
o 2 city governments
o 18 new students

Fall 2024: 6 clients  
o Up to 32 new students



Key Outcomes

● Experiential education 
improving critical 
public infrastructure 
cybersecurity 

● Improved regional 
defensive posture, cyber 
educational 
opportunity, and 
community resilience

● Workforce development 
and networking via 
Industry Expert 
Mentors and Corporate 
SponsorsWendy Nather, Head of Advisory CISOs at Cisco UT Cyber Clinic Students



What We Teach: Industry Standard
Identify
• Asset Inventory
• Risk Assessment*
Protect
• Encryption Schema
• Password Management 
• Privacy Policies*
• Authorization Management (Onboarding and 

Offboarding)
• Vulnerability Scanning and Patching
• Network, Wireless, Email, Mobile, and Cloud 

Security
• Penetration Testing * = Governance, Risk, and Compliance



What We Teach: Industry Standard
Detect
• AV and EDR Tools
• IDSs, IPSs
• SIEMs and SOAR
• UTM Tools
Respond
• Incident Response Teams, Plans, and 

Tools*
• Digital Forensics Basics
• Compliance and Reporting Requirements*
Recover
• Business Continuity Planning*
• Controls Modifications* * = Governance, Risk, and Compliance







Get Involved

● Become a client, or refer 
an organization

o We can partner with individual 
COGs as force multipliers, or 
work with a city within your 
COG in need of services 

● Host interns or share job 
openings with clinic 

o All juniors and seniors

● Guest lecture, or serve as 
an Industry Expert 
Mentor

o 1 hour class, or work with a 
student team 1 hour/week

“Cyber Law” with Associate General Counsel for 
Cybersecurity (NSA)

“Incident Forensics and Recovery” with Texas DIR

UT Cyber Clinic Students



Q&A

Francesca Lockhart
Francesca.Lockhart@austin.utexas.edu

strausscenter.org
cybersecurityclinics.org


